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MAJOR CHANGES

In our initial proposal, we planned to implement compiler-based transformations to mitigate side-
channel attacks based on control-flow and data-flow, along with implementing a heuristic for
reducing performance overhead. There are no major changes with these goals; however based on
our current progress, we may not reach the 125% goal for implementing heuristics, but are on track
with the main implementation component (transformation passes).

WHAT YOU HAVE ACCOMPLISHED SO FAR

Progress Update: We have implemented a LLVM pass for timing side channel mitigations due
to control flow, based on [1] and [2]. The pass works at the IR-level in optimization, performing
if-conversion on control-flow patterns (if-else diamond and if-then triangle), along with adding
safe instructions for certain operations (e.g. division, loads, stores). Initial testing has been done on
a series of small microbenchmarks along with larger C programs, verifying that control flow has
been replaced with conditional execution in assembly (example transformations performed by the
LLVM pass listed in Appendix).

MEETING YOUR MILESTONE

We have roughly met our milestone goal with implementing the control-flow transformations.
We have not started implementing the transformations for data-flow, but plan on finishing the
implementation within the remaining weeks.

SURPRISES

For testing our control-flow mitigation pass, which performs if-conversion, we compile the resulting
LLVM bitcode with -O0, as LLVM runs the -simplify-cfg pass for higher optimization levels and
performs if-conversion to some degree. However, we observed that certain transformations were
not performed compared to our implementations. Our implementation follows the approach in [1]
and [2], and we implemented it only referencing LLVM documentation. Even if there are related
available implementations we did not discover, we believe it is likely to be different from our
approaches.

REVISED SCHEDULE

4/10-4/14: Work on data-flow transformation implementation

4/17-4/21: Finish data-flow transformation implementation; Start work on implementing heuristic
to reduce performance overhead

4/24-4/26: Finish evaluating heuristic with experiments; Write report and prepare poster for
presenting

RESOURCES NEEDED
(N/A) We have all the resources needed to complete this project.
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APPENDIX: TRANSFORMATIONS
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(a) LLVM IR (before transformation)

(b) LLVM IR (after transformation)

Fig. 1. test_division microbenchmark: LLVM IR transformation
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(a) Disassembly (before transformation)

(b) Disassembly (after transformation)

Fig. 2. test_division microbenchmark: Disassembly transformation
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(b) LLVM IR (after transformation)

Fig. 3. test_f4 microbenchmark: LLVM IR transformation
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(a) Disassembly (before transformation)

(b) Disassembly (after transformation)

Fig. 4. test_f4 microbenchmark: Disassembly transformation
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